10/521 624 

M PCT/PTO 14 JAN 2005 



(i9)i&#»iwBf^«*sBa 

(43) m&'AfflB 
2004^11 £25 B (25.11.2004) 




PCT 



WO 2004/102886 



Al 



H04L 12/28 

PCT/JP2004/0049 19 
2004 *4fl5 0 (05.04.2004) 
H*S§ 



(si) @ig*#i*a-s 7 : 

(21) @K5ttiISi##: 

(22) StgtUPS : 

(25) H[gttBiroWl§: 

(26) @[g^^CDWl§: 

(30) gifeftT 1 — ^: 

4#P20O3-138552 2003 ^5 16 B (16.05.2003) JP 

(71) fflIHA(*ll*^<±X(D^glC^^-r2: V-- 
&5t#tt (SONY CORPORATION) [JP/JP]; T 1410001 
m^«iaJIIB*aJll6Tl7S35^ Tokyo (JP). 

(72) 5§K#;i3<fc^ 

(75) fSSB#/fflJHA (#HICOl*Ta>3*): £ + 

(IGARASHI, Tatsuya) [JP/JP]; T 1410001 KfilffliSJII 
I E#aJH6TB7#35^ V--»SC#art Tokyo (JP). 



$JI| &5t (KIKKAWA, NorifumJ) [JP/JP]; T 1410001 
K^«SfiiJIIEdbp c n JII6Tg7S35^ V=.-**5££tt 
F*i Tokyo (JP). frffi (KOBORI, Yoichi) [JP/JP]; T 

1410001 m^«sajiiEdtajii6TB7S35# v--» 

jt^ttfl Tokyo (JP). &B (MORITA, Takehiko) 
[JP/JP]; T1410001 S^fPaJHBJtaJII6Te7S35 
V — — ttiC^ttrt Tokyo (JP). *ffl JS^ (HONDA, 
Yasuaki) [JP/JP]; T 1410001 mSC&p" J'l B#fiJH6T 
@7§35^ V--*5C#ttrt Tokyo (JP^B* 7§~ 
(TANAKA, Kolchi) [JP/JP]; T 1410001 mJR&fiJ'IB 
JtSJH6Ta7S35# V--fc3t£ttl*l Tokyo (JP). 

(74) ftS A: S E IEBB . ft(MIYATA, Masaaki et al.); T 
1040041 XX«4> * Zmm-T g 1#7# fflffi-T -T - 
W tfjUJSffl ■ SB ■ UlBftf^lSBf Tokyo (JP). 

(si) ji5£E(*si*0>fci*igy, ±T©a«i«>Bart«B*< 

WflB): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, 



S (54) Title: INFORMATION PROCESSING DEVICE, ACCESS CONTROL PROCESSING METHOD, AND COMPUTER PRO- 
^= GRAM 



00 
00 



o 




MACTKUAtt, 



<2 



MACTKVAt*. 



USL ^14= 



D 



A START 

S101. -RECEIVE ACCESS REQUEST 

B. .AUTOMATIC REGISTRATION ACCESS CONTROL MODE 

S102 _IS MODE AUTOMATIC REGISTRATION ACCESS CONTROL MOOE OR 

REGISTRATION DEVICE ACCESS CONTROL MODE? 

C —REGISTRATION DEVICE ACCESS CONTROL MODE 

SI 03 IS MAC ADDRESS OF ACCESS REQUESTOR ENTERED IN MAC LIST? 

S1 11. ..IS MAC ADDRESS OF ACCESS REQUESTOR MANUALLY REGISTERED ON 

MAC LIST? 

5104. _NUMBER OF ADDRESSES ENTERED IN MAC LIST REGISTRATION LIMIT 
NUMBER N? 

5105. _ENTER MAC ADDRESS OF ACCESS REQUESTOR WITH MAC LIST 
Si 07. -REJECT ACCESS 

5 106. -ALLOW ACCESS 
S1 12 -REJECT ACCESS 
D-END 



(57) Abstract: A device and a method for controlling access differently 
according to a mode setting. A MAC address table in which a manual 
registration MAC address and an automatic registration MAC address 
are entered in an identifiable form is set. When the access control mode 
is an automatic registration access control mode, access request client 
MAC addresses are registered until the number of access request client 
MAC adresses reaches the predetermined registration limit number N of 
the MAC address table, and access is allowed under the condition that 
the access client MAC address is registered. When the access control 
mode is a registration device access control mode, access is allowed 
under the condition that the client MAC address is entered in the MAC 
address table as a manual registration MAC address. 

(57) mmi =E- KBHefcJ:*ll<i:*T^*X«(W*RrtBfc Lfcg 
■ftJilJWMMW*. ^-^^iireSMAC^hU^fc. 
SiSgSMACT KUXi:*gl9JpI^d:®«-eS&LfcMAC 

MAC7KUX£. MAC7 KUXf-^©Wtt»M* : 
ZfMZ % 7-a7iUt®MAC7 KUXfc LT^5££*tTl^S 



V 



^2004/102886 Al I'lliirilJ I' ill III 1 1 1 1^^^ 1 1'. . I! k 1 1 1 1 1 1 1' It I lill'llll 111 I M 1 1 1 : . II 1 1 1 1 



BW, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, HR, HU, 
ID, IL, IN, IS, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, 
LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NI, 
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, 
SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, 
VC, VN, YU, ZA, ZM, ZW. 

(84) tt^aua^cofci^cfiy . ±xa)aso)i£ia«a^ 

pTtg;: ARIPO (BW, GH, GM, KE, LS, MW, MZ, SD, SL, 
SZ, TZ, UG, ZM, ZW), =L — =y VT (AM, AZ, BY, KG, 



KZ, MD, RU, TJ, TM), 3 — P V / < (AT, BE, BG, CH, CY, 
CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, 
NL, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, 
CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). 



WO 2004/102886 



PCT/JP2004/004919 



w m m 

its. 



WO 2004/102886 



PCT/JP2004/004919 



2 

UPnPtt, 8hR«»IHT?s XML (extensible Markup Language) l-PM 



WO 2004/102886 



PCT/JP2004/004919 



3 

s*LTt> *v**s, ±m<D£ 5*4*3/ M7-^*rtic»v^Tr4, a^^y*© 

nyfy^olfiWp <fc 5 3&*«B t>3££ L#<5 e r<z>£ ?&^F 

f^-^iiWIulf^IT KV7tfc5MAC (Med 
i a Access ControDTKV**. P * 

£ Uitt5MAC7 K^7^^ y y^^tl>5 ( MAC7 KV 

T K^iS*5tifcMACTK^i«rI#U»ftSMV^MAC7 

flfKLO^Tf*. 0 - 2 7 1 1 5 (WWXIRI) fclffl^ 



WO 2004/102886 



PCT/JP2004/004919 



4 

r<D ± 5 Jfc^iJLlcdSV^T, — jRa— !f|i:ftaSr!ftV^5r £ft< , MftT^-fc 

So 

r * * * #j ^ *a m * mn -r z> if * *a a » m -v *> «? , 

ft £*ufc* 7^7^ bMACT Kv^i «rtt»jRTSB*tefll*T?S**LfcMAC 



WO 2004/102886 



PCT/JP2004/004919 



5 

v b a> e> or * -t * stfuiat us* s r * -t xmmmm zmnir a r * * 

- K-e*>5*i^«:> T^ir^M*^ b ©MA C T KV*fc* flfffBMA 

Kt»*>5»^r±, T*i?*^#* 7^7yf«MAC7 KV*#. HfTlB 
MACT Ki/7f"7';K'^ = ^7;^^tLfcMAC7 £ LT^^ 

T v * g « gij # ^ ft T * -fe * M #P Sr * ff -r ^ £ ^ * a s>i -e fc 5 # 

-g-fcL©*. * 7/f jy >OMAC7 K^fc, iufHM ACT FW^T-^ 
07^t^S:IF*t5«ii**fTt5ttl«tl)5ri Zftrnk-TZo 

^^f-f-^^M^MWH^. HTTP (Hyper Text Transfer Protocol) - G E T ^ 
yyKtI<5<3yf yy|?^l. & S O A P (Simple Object Access 

protocol) ke-s *t>vv*"na»**t* 



WO 2004/102886 



PCT/JP2004/004919 



6 

t Lt^EMACT KV7f-^®SiS^ ?^7'/hMAC7K^ 
xy>}) ^ = a 7^»ft^?^7y FMAC7 Kl/^xy I^y tt58S 

^7^f7ybi5^©7^t7g*^lft57^t^^t^T ?^iv 
^fy7i, 

n^S*^7'f7yh®MAC7 KV^ fc.MACT KV^7-7;>©^ 
3£#P«$C: N|Cl5ttliU RSfcffljS&aM** U^7^7yh©7 

^^T^ •ir^SiJ^^— K^aft^-*^ *T*-fc**lfP* — KT»*><5 
7^t^It^7>f7y b ©MAC7 K V*tf S sffrlBMACT 
|^-7 = a 7/H^^tifcMAC7KV^i: UT^Ii $ *lT 5 £ t 

LT ^7^ry ho5T ? ± * & w?®^ z t ? ± & mft-r z> t ? ± 



WO 2004/102886 



PCT/JP2004/004919 



7 

;@S'J-efc3mi^<z>2K ^7^7yf©MAC7 k^*&. s&ismact kv 

XfflW%MftlT'<%m-&n%ilfc. HTTP (Hyper Text Transfer Protocol) 
— GET;* y j/ Kfc ift-S^< =» VyS*ftI» SOAP (Simple 

Object Access Protocol) K£<5 < fj?J#PH#*Q.S©4>& < t> V>1* frfr Sr^tf 

MACT KW^^I&ISMACT K V^T^ — ^fcvsa TVl^l^^ & &tbfc 

fc^7^7y>MAC7 K <b Ltii $JlfcMAC7 Kl/^MoV^.^ 
$tlfcMAC7 KV^Si^lV"-^^^t^'3fc ? = a 7^S^ 
3®dS^fT$tb^r k&0ktirk UJEMAC7 KV^f-^OaiSft^ 



WO 2004/102886 




PCT/JP2004/004919 



8 

- h'-eibZfr.&mT 1 '*^ xT?±xum*- K-cfcs^fcWje-rs*- k*u 

10 fe^T yzf 

7nxgt^7-<7y b CDMA C T K V * 35 s . hGIBM A C T Kl/^7 > -7';V 

Kl/7i:Jili«! ! I©*$nfc^7'f7yfMAC7 K £ «r«#J*TtB 
ftiitfiftLfcMACT K V*^ — ://v«rl8J£L, T * i? * flJ #P ^- - 
25 e«j^^T^-fer^^J#^- Ktfc5»^tt,7^t^5*^5'f7^hOMA 
C7Kl/7t MAC7 KV^-T^O&^g&PSSfC: Nfc55*tS» 

5»'frf±, 7^t^g*^7^7y b©MAC7 MAC7 K^T 1 



WO 2004/102886 




PCT/JP2004/004919 



9 

sftf*^>r ;* r * * mm ^— k Kirnt- s r. t k j: d , rt-t^mm 

JtfefeT ^*^(BI»«r3lfT't--<#S*a»J* 09*.tfHTT P (Hyper Text 
Transfer Protocol) - G E T ^ y y KfcS<*< 3^7^^^!, SfcttS 
OAP (Simple Object Access Protocol) < fji!l$1^5j<:&!<3i"e 5 

\ZL<Dfy^ ^7^7^ FV*&> MA C T Fk77-^®S^S 

15 ^pssifc : Ni^isftssi, mmmmm&ikftk vfLT? j tx&m*mn 

•TZMf&k bfc^T% U P n p*f 111*3 rt3«MB355.*B.^ 1f#^#^ffi^f-*5 
25 3g^tb5» 



WO 2004/102886 




PCT/JP2004/004919 



10 

■fe * tM ^ ^ s f - o v * x m w -r a m -e a „ 

10 57o-l-Cfc5. 

i5 Hi-efcSo 

09tt^9>fryf!i»6>OT^t^S*l^^5HTTP-GET^S' 

20 HIl 0li,MAC7KV^O^-a7'^Sftftli'-^i / ^©W**tV- 
^ ^ 0 "C 5 o 

mi ltt. tw^w^ir^p^ii^fcs. 

25 JUMSr^Jfe't'Sfc*®*^®^® 

SAT. B®&#H&Lfc#e>. ^itfT^-fe*^^ 



WO 2004/102886 



PCT/JP2004/004919 



11 

! 0 1 fc.f— ^ 1 0 1 I'M L-CftiMsfcSrfTfc ^7^7^H 
^tUTT©PCl 2 1, 122, 124. PDAs gl^ftlS^ ^gl^ilff $r£3c 
1 2 3, 1 2 5«y b!7-* 1 0 Oi^LtftttSnfci*, — 

<Dffll<0* T is hm^t LTOPC 1 2 1, 122, 1 2 4, PDA, 

mmmvmmmmffiMi 23, 125 tzKm^x^vx^ztK ^>f7y 
©t•fc^v^w^7^7y^wt>^ sa©f-^it-^w^ 

^ y hI7 _* iooii, =frl§u iMMfv<»«r*L*»©*5> M7-*-efc!K #« 

^Slf*. MAC (Media Access Control) T KV^*T*b"CV^S. y M7 

-^i«Mlt.«*MAC7 KV^»J:^flrSMAC7 K^fc^^f 
K «*.tf>f — fr** b (»»!««) 7 1 — A*** b!7-* 
1 0 o**b-c»Mr*-a. ^^7yfS, b7v- 

^^^^^i^jm^^l&fttfc^y-Aitwu 0 iiJi5lffi-5 

- £ M £ 9 N l 0 1 Kitt-f 5 *• 0 1 



WO 2004/102886 



PCT/JP2004/004919 



12 

* v M7-^»iMMI»*.«*.tf3. = ^— Sv^^T^K^W (UPn 
P : Universal Plug and Play) SMiaoXi^^S. t^oT, * 5> 

(l)IPT K^fOlBOW * I Dt»ftt57 KUyS/y^ftl. 

CPU (Central Processing Unit) 301ft, ROM (Read Only Memory) 3 
0 2. ;£fcftHDD 3 0 ^IdlBlt^nTV^T'n^-M^oT, 

AM 3 0 3iC|i,CPU3 0 1 «S*fTt 5 ^7 A^f-^ 

5„ CPU301, ROM 3 0 2. *5 J: IF R A M 3 0 3. HDD 3 0 4 ft. ^ 

^ 3 0 5 fe^'UT4iEK:*gt*n"CV'»S. 

^ 3 0 5 ^ft. Atti^J-r ^^7*-^ 3 0 6*s»tt*nXSS9, rcDAttl 

*>f y^, fc^ft^7*^M-£ <9filf&£n5A7JSfl3 0 7, a— ? 

|c#«©lfi^t5LCD, CRT. 9 3 m** 



WO 2004/102886 



PCT/JP2004/004919 



13 

& 3 i i L&5v^##»*&«&*frrs K9-f^S 

l o*s&flft£*LS. 

^w- yt;u 3 i^tfrL — * (PC) Offn?*>5 36Sx * * b 57 — *gS*MK*ttP C 

r % o fc *a.s & mn-t z> o 

ACT KV^f-^S:i»t,MAC7 KV*? 1 — ^W£2£<5< TZ^^U 

MACT Kv^y— ^fc*^< 7'^*^*fl , **^ s *** BSB ** r4% 

(1) &W}&mT* J txMW s £— K 

(2) .s®?*^ *r * -t^ffium^— k 

( 1 ) SKi^^TiJ'-br^^J^^— Ktt> MAC7 Ru^lr — yyWc^-3< T 



WO 2004/102886 




PCT/JP2004/004919 



14 

j£U -ifci-5#-a-{-«, T^-^^^fFW-TSo -ffebftv^-a-lcrt:, T^i? 
^gjfc^f b^b5l#bfcMACT FW^IrMACT K V* — zf )V\z. £ 

5 

fcfcL.MACT KV^f-^W5MAC7 KW^Iitl'lif *I 
^ES^ : N (#|*.k£N= 5 , 10, 15, 6 3 sfc if) flSRje $ tl, M A C T 

10 -fe^dSffBTSixS. 

(2) «#?V<>f;*:r — Ktt, MACT KV'^7 l -^H-*<5 

< T^-fe^MfP**ff*^6« mmmmm&. (*9^T^b) *»e>© 

15 V* 7>f7y hMACT KV*) &1&#U ffiiMif l-M tfcMA 
CT Kv^f-^/M:Si^fclWMAC7 Fl^tK^fc&fe^tbfc 
MACT h , l/^SWi'>-^^l^ofc^ = *7/Hj|jjllii s ft ^tbfc 
7 = a 7;HlMAC7 Kv^i:-|5:t5^^^IJ«t^ = ^7;H^M 
ACT Kvxi: — §fc-r 5#-cHcfc£, T ^ -fer ^. &WF~ s ti~ Z> o — %k L & V*3§-£-{£ 

20 T^-fe^^rfFRT L&V^S&^fT-f 5^— K"e*>5o 

&*ni£<bu *Rg*- kiji*5v>t, ±.mmm~e<DT?±xMm*fi?o 

CT KV7t-^ (MAC y ^ h) OlflJ&W-oV^^ HI 3 &#H8 L-Ct£BJ 
l-SoT^-fe^ffiiJ^Sr^T* 5-* y b * — LT©1#$&*Q<g§£tt4 1 

0H\*y b S7 — ^ lti^§^5«* Jte#««!!aS6B4 2 1 -4 2 3^ 
bT^-feX^^^r^ffib^WT^-fe^^^l-^^^SiiftTcMACT KV* 



WO 2004/102886 



PCT/JP2004/004919 



15 

MAC7 KV^f-^V (MAC y * h) 4 11 $ JlfcMAC 7 K 

c y * h) 4iiii nn^-r i 5 g&EBffiifc : n*t-cd^^ h y 
^z-tzwfmvtc^~7/i'Mj&&w%.t&<v&W}&m7?^*mm ; £- k 

£ e>lJl % MAC7 FV^T-/^ (MAC y * 10 4 11 fcH 1IMAC 
T KV^^^^^T/H^^tLfcf-^T&S^^^^-^^^MACT 

o T»» £ tifcMAC T Kl/^tfc5^,fc5V^ <D &Wl&&7 * * * fffl 

g,^^ j3S nMACT KV^f-//H 1 1 C«iMAC7 K V*lc.*tf& b 

L-c©w**&3ffi3£s rt^iatt^ (^#^i4^^y) tefctfj&fts. 

MAC7 K^^T^-y/Hi, ^ds/ hW%#^7^7Vb©Sir-^ 



WO 2004/102886 



PCT/JP2004/004919 



16 

A) #11 £ HI 5 (d^-To Mis ^s^W* 9 s — M — ^glU- 

lilTnMACTKV^s isXXf^fr-y bA, H5 = 

( 2 >f xTftxMW*— K©v*i**tK:*><&J&»K: iotS^^fei 

£ fcfcS.lJ— ^tt;*^ 10 2 ^*5V^-t S B<D^ — K«r«fc 

^-3&^^^*IJ^i-5o ^^^^T'fc5#-a- (^fy7"S103 :Yes) tZ, 



WO 2004/102886 



PCT/JP2004/004919 



17 

SftktfF^-CfcV^-g- ^7y/S10 3 :No) it, ^Ty/S104 Mil 

6 M&^TT^ir^&ff'ST ?94T^ bo^^lw/^Cfc^S^r^^-TSo 

HMAC7 K^*<3£ilfcimS^:NT-&V^1^(*:r s/^S 104:No), 
-T^t>*>> MACT KV^^-^Hc|!Efcaflk||RflE* : N (DMA C T KI/^ 

b 56* b © T * -fc * Sr^jfe-f" 5 . 

— ^f?ysio2 ^*5v^t\ iao*-K^ (2) a^^w^T 
f-zxmm*- KTjfcsiWSLfcf^tts ^^^^s ill * 

w<©E1t»l-*»tfcMAC7 FV'^T"^ (03#i) »Hga*S*b;ffcM 
ACT KV^t,f»fi)£^fcMAC7 KV^lWlf-^J'^tfleofc 
•7 = a 7^Sftfil!i 5 ft * Jifc^ = * 7/HftM A C 7 K^i-*t5«» 

-rft^*>, in 3 Kiasv-c* ^^T/v^ffiu-oois^nfc^ ^ b y 

i5I^l^t©MAC7 KV^iyfyiftS, igfsTnMACT 



WO 2004/102886 



PCT/JP2004/004919 



18 



10 



V k-gc-fZm-S- (^^8 1 1 1 : Ye s) Ktt, ^y^S 1 0 6 {Cil 

SHUtgMACT FV^ii\ 7 = a7/HSI^fcMAC7 ^ v ^ xy 
h y £-§fcL&V^|§£- (?f^S 1 1 1 : No) l-tt> ^j/^S 1 1 2 l£ 

aftf* ^ w * r ^ -fe * mm * - k & *> a f±. iff^MA c r f v * & . 

MAC7Kl^^f-y/HuillSi^fcMAC7 FV^^ttSi^ 



( ^-^) ^5 (i) SM&mTf-txfflW*- KK&S»^ "9— 
15 ^7yb^^^i««U^©*T^!)©7^^S^fc5l^ 

fc:©*, T***«***fr, -rfcfcfc, MAC7 F^r-^tOi^ 
r***flMP**fr-t-*-fc*<* i- MA C T Kl/^^-^iOl 

20 1#J&£ LT*> 



25 yyyURL (Uniform Resource Locators) ^ril^tfcHTT P (Hyper Text 
Transfer Protocol) G E T * y v KM-S^TJMf ?— 
■T SfBHBlK^tt SOAP (Simple Object Access Protocol) h s/H&SfljJB 



WO 2004/102886 



PCT/JP2004/004919 



19 

Tmxmm&fttes** m? -****«£ vx^mm^nmrn 

s<) (1) BM^T^^MP^-FfcfcS**, jjr^T^h^fc©* 
3£#S X ayryyURL (Uniform Resource Locators) SritStfcHTTP 
(Hyper Text Transfer Protocol) GET^yyKtfcSK 5 VM*. S O A 
P (Simple Object Access Protocol) -f n Y =r/V^«-^ < <*lc*M- SMIP 
K>fc^fc5»^fc©^T tt©MAC7 KV^f-^Vi: 

©M±t;iiIi®l^ilTLsMAC7 KV^f-Z/H^^^-efc 

http-get^ y s> kjci*^< =yf yy»tK^*5^»soAPic 

St UOMAC7 Kw^f-^/ufco»tl3J:tFi»»««lfe*fTt8 
meo^Syn-^.T^-fe^fiJ^i^^T^p^^ M7— ****** tt© 

it Mssia (-9--^) asB»s*r Km&s^-w&a-efc 

^«;/S20 1 IC^TsT*^*^^^ 3 * * b ? ~ * **«* * 

u-cottf^ajfetttt.ffi©^ * m? — ******* ********* 
i~5o ^f^s 2 0 2-cr±. * H7yb^b©7n^gW, http 

-GET^yy K»nX<5< =>yryyM^fc5^«SOAPluS^<^ 
ffii T 5 *» ft ¥U fc-t 5 o 



WO 2004/102886 



PCT/JP2004/004919 



20 



S 2 0 2 :Ye s) 2 0 3 I^T, SfS^ * * > ^ ? * 

t^g*7E©MAC7 KW^$:i#L,t-^©!2WI«lfeMAC7 F 
v *:r-://WI2l3#f&H-^£HfcMACT ^BS^&S&^l^ 
ii?S^d^)5^*JSt5o g^^T-foS^ U^s^S 2 0 3 : Y e s ) 

^^^T*^Vn#^ (*^5>:/S 2 0 3 : No) te, 2 0 4 |cl 

^MAC7 Kl^^-^Wc^i^i^tbfcMACT KV^^f-^fcR 

s) «\ 2 0 sic^-c, ^f^7yb^^tfl^y b©^* 

^|^^^T^5M7DMAC7FW^IrMAC7Kl/^f-^S 
f^b. *:<D'&, 7fy/S 2 0 6 {^joVNTT^-fe^SrW^n-^ ^ 7^f 7V 

ttMACT KV*<»»l»«#:N^fcV^£-(;*'? l S':7 P S 2 0 4 :NoK 
-Ttefr-h. MA C T Kl^ir-^W^K^RlSSfc: NCMAC7 K>** s 

7r>^S 2 0 2K:*5V^, ^7^7^ f^b©7^t^*^ H 
TTP-GET^yj; KfcX<5< ayry^ISti^fcS^ttSOAPlCl 



WO 2004/102886 



PCT/JP2004/004919 



21 

it.'*>ry hcom&mttm'u-rz^'ry t^^ftsps 01^^ batsraass 

0 1 Sr^U-CSff-rS^^- 5/ hco^f*f*5«J;t>\^^y hiSSflNfl SOI b 

i^5 0 3, MA C 7 K V^f-^ill*! LfcEttSS 5 0 4, £ b . 

^i?*i^^J^^S&#ifr^5T^i^ffiJ^^3^l?TgP 5 0 5 .T^-te^f&J^ 
^S^frSP 5 0 5 fcSsrtST^-fe^RTOJtt 3^4:^4: Lt^7^7Vh©S 

^^a^r^^f-rs^— ^*g.jssp 5 o 7. — -^so* (i) &m&m.T 
tm^mm*:— Ki-fes^, (2) *r k^*> * a» 

— KWttSrgEtttb*:* — K««lBttSB 5 0 6 Sr^-TS. 
^^^a^tT^P 5 0 3 , T ? *M&9BiM&fT& 5 O 5 tts KtifSfttBl® 

K^fcS^^^CrM^S^aSr^^T-rSo fllfcfi* (i) sm^mr? 

-fc^fljljffil^- Kfc&5»-d-tt, »»*>!3ffi*fT«S 5 O 3 ti, fEtt£P5 0 4 

^ fcM AC7 FW^f-7/^lixy > y £fcK:g<5v^ SlftS^*!^ 
£ft5a»5a*©^£&*fTb.lR&#^rt^fc5- b*3kW£ b/c^^^S^r 



WO 2004/102886 




PCT/JP2004/004919 



22 

^fi-SfcfeO^- — V* — ^©0!l?r^-f-o 

^ — ,A<of4 ^yv^f 6 5 0l:ft, * 7^7^bTO, MACT KV*n 
10 ^ = a 7;HWiJ^*tf-^^b*5MAC7 KW^f-^V6 5 1 

6 5 4 ivsaT^SftftlW^MACT F v ^ SrSfti" S BROS** 
Raffle 5 5 £rf£ocx-lf A^g&6 5 3> $ P,|IMAC7 

5 i ts^^nfe^^ h v &mi&'r&it*><D#mtf* ^ 6 5 6 &wo=^—v 

15 — * (U I ) 

^7^7yfi^07^t^St-eife5,t'«tOHTTP-GET^ y y 
K*3j:t*S OAPlcW^ia 9 (OX 5fta6flr#©«#*r*'fHTTPjt»^S'^_ 
(X-AV-C1 ient-Info) ^^*0^tb"C*5 !),f^/W65 

GET /tracks/track?id=254 HTTP/1. 1 ¥r¥n 
Host: 192. 254. 32. 11:80 ¥r¥n 

X-AV-Client-Info: av=2. 0 ; cn ="Sony Corporation" ;mn=Linux-S ample-CP ; 
25 mv=2002-l 1-22-2. 0 ¥r¥n 

^b^SHTTP t£3S^ ^(X-AV-C1 ient-Info) ft? 7 



WO 2004/102886 



PCT/JP2004/004919 



23 

KV*©*^ EI 3 t*fMAC7 FVXf-^ (MAC V X b) ~ =^ 
T^a^^frfcMACT KV^ i: tt^y b U #s^:^:£ft5o 

m&kmis-z-^^-e&Zo tf, ^y^s 301 k:*si^-c. a— 

>rry b««t±«»tf* ^off ti-js cxmttirz^—*? *s7~r^^ (us 

A) t£t£V^ ^"ryZfS 3 0 2 l^V^T. MACT KW^ii^*?:^ V b ? 
-^^LT/n- K*** bi£{f-r3 0 MACT KV^ISS*©^' 3 ^ b* 

f-w^KiKrt e>n^»B#^ ^SrWT-TS. t5h t-/<Bt**^ 

Jf Tt^lSDT5l^i-5 3.*-lf *yWB (USB) J/7"S304 

1 0#^lc|^ — ©i^ff 7C (MACT KV^) *>5>MAC7 Kv*a^^3fc& 
Sfff L-^^-a-, t-/<ttt©MAC7 K^iMACT FW7f-^ (MA 



WO 2004/102886 



PCT/JP2004/004919 



24 

c»xh) (B3#BD KHEfB«LfcflU ^.-iflc^bT rM^lttt 

fco a«kU*-T*>?J yt-^^^t5W^^WA (D S A) 

£3§£ (S 3 0 5) *o«lft-CBf3feli*IB (fc£*.tfl5HBI) ^t5o 

ft*3, ma C T K^^f-^|:#i UEK^^T/HM** 

c iftftT ftf *t 5 a* t ^ 9 >f r y > nas« UTM A C 7 KV*«*» 

l*»Tt5.t4fct»t*-^ttPI-OMAC7 KV^O-lSftfiff*'*^ 

^f-^SS^TV^MACr K^i-»t5MAC7K^O 
? sa7^1iMtfc5l^li, MAC7 Kv^f-^lft 

/vsa^^ b y — ^ jg; -r 5 

^S^j't-^^tSf/M^^WA (DSA) £3§£Lfc)ifc 
;VC (u s C) l^V>. ^^s^S 3 0 7 {C^V^T. MACSWE^«r^ 



WO 2004/102886 



PCT/JP2004/004919 



25 

tw^>fe^t5i:, ^^y^S 3 0 SM^T, Sit UcMACiftilf 

XXX" ©^*!7— K&A7J UT< fd<*v^„J Jfe5^ y-fe — i?«r**i-«f*^ 
^f^^^t;VB (DSB) K©A**r»PJfei#flfl («*.tfs 

$ bid, * 9>f TV htt. MAC7 Fl/^ltS^©lfl^^t, y 

^tt. ^©MACltlE^^^^^^SfttS t^fy/S3 10 

7-rr>-h "yyyy" <n>tz.}b(D'<*y— Ktt" oooo" 

-e-r 0 j ^S^yt-v^^tSf^^^^C (DSC) SrB^L, 

^S-gctSi, * 5/ 7" S 3 13 m*SV*-C, fw^MACT K^^^ 
(MACD^b) (HI3#f$) !^7^7yFOMAC7F^lrE^^> 



WO 2004/102886 



PCT/JP2004/004919 



26 

f-^|±MAC7 KV*©&»J& s SBFtp£, ^f^ys 3 14 \Z$5^X, 
V\cMlsX r??4T^h "YYYY" SrSftLSLfcoJ ft 

5 ^ y t-v?l:^^t5f^ ^ -y^t/vD (DSD) xTyfS 

XXX" fcSflfcSax* Lfc.J 45/yt-^5r»5f^^^WE 
(D SE)^4UMAC7 KV^©«»BSES:^5^ = »r^S»«!!aSr 

^ hi>fe©Sffi^^ 17— Ktt-^©4^^!7- Kj&s^— ffc-e*>5 i:,t- 

^T^ h*»b?¥*'<*!7- K A^l * tt 5 1-^^17- K 
|^NG«5 3 0lit5 17 — KA^J©WWfT* + -it**> 3- 

-iftiiStLT "YYYY" &a*T»#**^.J fc^***— 

^^r^^U,i7 7^7V hOMACT KV^lt^*fTt5r £&<*&3il£l£ 

J:ltfcMAC7 FV^©-7 = a7;HiM«:^lfc^7'f7yf© 



WO 2004/102886 




PCT/JP2004/004919 



27 

5 fff 2> 0 

(mac y * ^**>feT***«i*w«^»»i-«ft*» 

15 

LtOCPUaJ*fft5«l»J:t;Blta50»ll!if-^flcov^,Hl 1*5 
itJt0 1 2 LTiitSa 0 1 1 tt. 1^— /<O^K«IB#fifcS:»W-r 5 

20 Zfn ,B12», ^7-f7V b©£K«fiB*J**rKW"t-5:/ei y 

2 it, mm'-sjry i><e>£j&&s. xflr**-* homtit&m&n?* *t-v \><o 



WO 2004/102886 




PCT/JP2004/004919 



28 

5 T ^ ± ^^mf^MMn^ 7 0 &K:|2I 4,06 £#HB UTlftPJ Lfc ( 1 ) 

smmmrf^xmrn*- vv^sff^r^^^mmmm. (2) ««f>*-f* 

Siftl*7 0 6tt, (1) glliT^t^^-Kl^ttST^t^ 

t^~=.T^mmmm*mft-rz>° ^m^mu 7 0 6 f±, #j;ttf> 

$ tic:, ^m^mU7 0 er±, Mf^fcMAcr Kw^mftav- 

20 MMACT Kl/^xybP Sr-r^aT/vaft^ 7^7V MMACT KV*^- 
7*-**a<S£B7 0 7W\ T^-fe^OfFRT^^fc^ 9>f T V b #J 

^^^yi&Wftsa^ic^jiS-rsftkasr^fT-rs. tana* 7 0 8 r 

7 1 1,1^1^5 7 0 6m^fTt5MAC7 K V* gSfc&ST' * ^7 

#7 1 4^ft»S*i5. &*3> t-^fi^bl^7>f7>'M!:Sft5='^T 



PCT/JP2004/004919 
29 

fOMACT 1 2 fcif M^5. 

if-/*, *3±tf*?>f T^htt. WIfeWmttBai 1^1211 

mm&mw-tzy* y*m-z*>y>. t-^^Tyf^i 1. mi 2 
7 *as*fT£*u an, 012 ^^-r#^n sr#i&u"r«w ufc&Ss 



WO 2004/102886 




WO 2004/102886 



PCT/JP2004/004919 



30 

09*.tf , ^timmmfrt LT©a- Kt^ ^^ROM (Read Only 
Me.«ry)fc*»**LT:lS<i*#T?*S. *>*^tt* ^^AI47^ 
Zf/Vf^^^^ cD-ROM(Compact Disc Read Only Memory), MO (Magneto 
optical)?^**. DVD (Digital Versatile Disc), m^k? J * ? > 

t£if<DV A— -B*W*>5v^r±*tt«li::»«ft (»») 

LAN (Local Area Network), -fV^y ^V^ofc^y h!7"^ 



WO 2004/102886 



PCT/JP2004/004919 



31 

ft 9 U 7 is hMACT i*bS»*Q.2g<Z>fe£*L*:* 7^7^ bMA 

CT KV^ £ &ttBiJprt!fc««-CS«i:U;fcMACT Kv^f-T'^^SSl/, 

?4 7^ h ©MA C T KV*£.MACT K U-^^ — ^^©ft3^S<*IS 

MAC7 KV^r-^H^ 7 = a7;Hft^fcMAC7 K V* £ U 

-fe^^J^l^S^^fT-rS^lJ*^ tfc©T%^fia5^ = ^7;HMl?r 
Hit? l,fcV^#-e-t£*3V^-tt>, »<WIR<fcT * * * J&S§frjk $ ft, 0iJ*L^#^#i£ 

9*7 4 7^ b*» 6>©1>— isTls? ©^#^<Srg&Jfc-T5 C £3*Rrf!B£ 

j£fcfcT***»J»*^fr-*-'<#K3fc»BlK ftitfHTT P (Hyper Text 
Transfer Protocol) - G E T * V y KfcK<3 < =» S"?X*4M. *fcf*S 



WO 2004/102886 




PCT/JP2004/004919 



32 

OAP (Simple Object Access Protocol) 

|ZL©3K * 7/f 7^ l>OMAC7 K^*, MAC7 KV7f-7*/KO«£fi 
0l&SfC : Ntl^-CSiU tt«**«fc*tt* Lfcr***WF#*r*ft 



WO 2004/102886 



PCT/JP2004/004919 



33 

- K-efcSi^tt, T*-fe*R3fc* 7^ TV b OMAC7 HTflBMA 
MACT Kv*^-:/;W£^~»T/i'S*£frfcMAC:r 

^7^7yFOMAC7 KV**s |fiEMAC7Kv^r-^©i 



PCT/JP2004/004919 
34 

HTTP (Hyper Text Transfer Protocol) - G E T y y y < = 

y ygjft^l, ^fcfiSOAP (Simple Object Access Protocol) XC^k^5 < 

©if #&#kJS=e«o 

ACT K W^f -^HilVsaT^SftOft 7V hMA C T K 

UX.huSBMACT KV^f-^©S15»^9^7y MVIACT KV 
7 xy h JJ ^^^^.T/v^^^ 7^f 7y bMACT FV^^^MJ it5R 

©If #^S^Bo 

^7^7yf^b07^t^»JlfSrS«t57^t^R#S<t^7 i y^i, 



WO 2004/102886 




WO 2004/102886 




PCT/JP2004/004919 



35 

P^^m-R? 7^77 h (DMA C T KV^ «:,MAC7 KV7f-^©IS 

T^-t^^*^ 7^7^ h OMA C T K tfS.lifrfEM A C T K^^f-^ 
|E % y = a7/Hft*ftfcMAC7 KV^i <5 ^ £ 

^7^ryf®MAC7 k tfriBM a c t Kv^f-^noa 

fe&mmmwc: NciatMu i^ii&a&^ft-i: it^7-f7yho 

20 

HTTP (Hyper Text Transfer Protocol) - G E T ^ V V KJC^<3< ^Z/*T 
y^^jiOi^ f fcfiSOAP (Simple Object Access Protocol) KlS;<5< 

»*Q.S!6S^fT£*Lfc- £ &0kWk Lt^7^7yfMAC7 KV*«rtfrBBM 



WO 2004/102886 



PCT/JP2004/004919 



36 

ACT K ^/ufcvsaT/H*©**^^ 9>f fMACT K 

Ki/^t LTlt^tifcMACT KV^K:oV^^ft*«S*tfcMACT K 

LT.SeiBMACT K V* f-^O £ Wi&m? 9 W T ^ h M A C T K V 
^xy>!) Sr^sia.T^aft^ 9>fTyhMAC7K^*VhPi:t5R 

- K-cfcsa^Sfc^'T ^T^-fc^fflfl*- K-ejbS^SrWfetS*- K*U 

7n«^7^7ybOMAC7 KV-^^>BtffBMACT K V^-^/V 
C^ = a7M#^fcMAC7 KV^i: Itii £ *lT V^ <5 r £ *4kfr t 
Lt^7-f7Vf©7^t^S:W57^^^OTM^*fft57^t 



WO 2004/102886 



PCT/JP2004/004919 



4/12 



C ) 



1 


S101 










1 


, S102 





gttT^-tzXftJ^— K or 




fifilnr/*-f 



SI 03 



S1 11 



No 




Yes 



SI 04 



No 




M AC'J X hVX^I 




Yes 



S105 



grMACU^M-fift 



SI 07 



72-fe;ME«fe 



MACTKUXIi. 
MAC'jXhlC 




Yes 



SI 06 



No 



v S112 



C 



•Fig."* 



WO 2004/102886 



PCT/JP2004/004919 



5/12 



r 



< 



I 



m 

I 



£ v 



*0 



o|r njr 
giin *n$£ 

Off ^ gi 



PCT/JP2004/004919 



6/12 





- ) 




r S201 







WO 2004/102886 





No 



S207 



S202 

>^>y^i£ ( HTTP - GET) „ 
SOAPlC»oXflJi«*? 



Yes 






< 


r 


S203 





MACThVXl*. 



No 





Yes 



S204 




Yes 



S205 



T^-bX^5tMACTKUX 
&MAC'J*M=£ft 



S206 



t 



WO 2004/102886 



PCT/JP2004/004919 



7/12 





WO 2004/102886 



PCT/JP2004/004919 



9/12 




WO 2004/102886 



PCT/JP2004/004919 



10/12 



S301 
USA 



S308 
DSB 



S31 1 



S316 
DSE 



S302 
MACTKUX^ 



S307 



S309 



S312 



S315 



S303 
USB 



S304 
1 OSec 

S305 
DSA 



S306 

use 



S310 
DSC 



S313 ^HHM 

S314 
DSD 



WO 2004/102886 




PCT/JP2004/004919 




WO 2004/102886 




PCT/JP2004/004919 



12/12 




INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2 00 4/004919 



A. CLASSIFICATION OF SUBJECT MATTER 
Int. CI 7 H04L12/28 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum 



documentation searched (classification system followed by classification symbols) 



Int. CI 7 H04L12/28 



' Kokai Jitsuyo Shinan Koho 1971-2004 Jitsuyo Shinan Toroku Kbho 1996 2004 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



JP 2003-124939 A (Ricoh Co., Ltd.)/ 
25 April, 2003 (25-04.03), 
Par. Nos. [0027] to [0033]; Fig. 3 
(Family: none) 

JP 03-123137 A (Fujitsu Ltd.), 
24 May, 1991 (24.05.91), 

Page 5, upper left column, line 1 to lower left 
column, line 10; Fig. 1 
(Family: none) 

JP 2001-320373 A (Ricoh Co., Ltd.), 
16 November, 2001 (16.11.01), 
Par. Nos. [0027] to [0031] 
(Family: none) 



Relevant to claim No. 



1-11 



1-11 



1-11 



| | Further documents are listed in the continuation of Box C. 



I 1 See patent family annex. 



Special categories of cited documents: 

document defining the general state of the art which is not considered 
to be of particular relevance 
«E» . earlier application or patent but published on or after the international 
filing date . 
document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

document referring to an oral disclosure, use, exhibition or other means 



document published prior to the international filing date but later than 
the priority date claimed 



"V* later document published after the international filing date or priority 

date and not in conflict with the application but cited to understand 

the principle or theory underlying the invention 
T document of particular relevance; the claimed invention cannot be 

considered novel or cannot be considered to involve an inventive 

step when the document is taken alone 
«Y" document of particular relevance; the claimed invention cannot be 

considered to involve an inventive step when the document is 

combined with one or more other such documents, such combination 

being obvious to a person skilled in the art 
b &" document member of the same patent family 



Date of the actual completion of the international search 
18 May, 2004 (18.05-04) 



Date of mailing of the international search report 
13 July, .2004 (13.07.04) 



Name and mailing address of the ISA/ 

Japanese Patent Office 



Facsimile No, 



Authorized officer 
Telephone No. _ 



Form PCT/ISA/210 (second sheet) (January 2004) 



?ttlM#-g- PCT/JP2004/0049 1 9 



A. »93<DjRi-*#BP©*WB (BWMMWMR (IPC) ) 

Int. CI' H04L1 2/28 



1H*fc*Jo;fc*/hR*» (HBMWWH* (I PC) ) 

Int. CI' H04L1 2/28 



0*S*fflfrlg^# 1922-199 6^ 

0 *mAmmmmm&m 1971-2004^ 

0 ^wmmfsmmsm 1994-2004^ 

n*mmmmm&m&n 1996-200 4¥ 



C. HB»-rs j:»£.n53Ca 



J P 2003-124939 A («J^tfcy =»— ) 
2 00 3.04.2 5, [0 02 7J- 100 3 3], @3 

TP 03-123137 A (^drjl^toS^t) 

1991. 05. 24, m5M&±mmm-&rmmiotx, 



1-11 



1-11 



TEJ HWBWBW^WK^fcttWIF^**^ Hi^WP0 



TTj |SI^WM0XB@3fe0«l-^^* 1 'fc^" t?fo - 5 " c 



18. 05. 2004 



0*H^/t (I SA/J P) 
^<B#-§- 100-8915 



1 3. 7. 2004 



5X 



9 2 9 9 



03-3581-1101 3 5 9 6 



8t5£PCT/I SA/2 1 0 (12^-^ (20 04^1^) 




^PCT/ISA/2 10 (Sff2^~i*Z>j£$) <2 0 04<¥1J3) 



